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Abstract of the contribution: This paper proposes to define the roles possibly involved in the onboarding. 
1
Proposal

It would be beneficial to use same entity names serving same/similar roles in the potential multiple solutions in the TR as it would make it easier to compare the different solutions.
It is proposed to include the following changes into TR 23.700-07.
*** Start of changes ***
5.4
Key issue #4: UE Onboarding and remote provisioning
5.4.1
Description

The Key Issue is to study the architecture and solutions to support UE onboarding and provisioning for the NPN, including: 

-
Architecture including which NFs are involved, and which scenario(s) the solution is addressing, including:

-
Which network entity performs UE's subscription provisioning and where is the network entity located.

-
If the network entity performing UE subscription provisioning is external to the SNPN, what is the service-based interface exposed by the SNPN towards that network entity for UE onboarding and provisioning.

-
Means for a UE, that is verifiably secure and uniquely identifiable to 5GS, for remote provisioning, including:

-
How does the UE discover and select the NPN before UE subscription is provisioned.

-
How does the network authenticate the UE before the UE's subscription is provisioned.

-
How does the 5G system provides and updates the subscription of an authorized UE in order to allow the UE to request connectivity to a desired NPN.

-
Means to remotely provision the required new or updated information to the UE for enabling the UE to access the NPN using 5GS, including e.g.:

-
Triggers and procedures used to initiate the provisioning procedure.

-
How to establish a secure connectivity between the UE and the network entity for provisioning.

-
How the network entity provisions the NPN subscription to the UE.

-
Support of exposure via APIs to support onboarding and remote provisioning, if required.
The associated solutions need to consider the following UE characteristics:
-
Before the onboarding process there should be information in the UE for it to be "uniquely identifiable and verifiably secure".

NOTE 1:
This does not mean the UE is required to support the frequency bands the PLMN deploys for public network.

-
A TE might not have an interface that can be used to provision the MT.
NOTE 2:
This key issue covers devices with and without a UICC.

NOTE 3:
Security aspects should be discussed and confirmed by SA WG3.
5.4.2
Roles

UE: The UE to be used during the onboarding process which will be provisioned with a new subscription.
Device Vendor (DV): The organization that have manufactured the UE.
Default Credential Server: The server that can authenticate a UE with default credentials or provide means to another entity to do it.
Onboarding Network (ON): The network providing initial access to the UE for onboarding. 

Home Network (HN): The network that will as result of the onboarding procedure provide the network part of the subscription data for the UE. This can be the same entity as the ON and one ON may support multiple HNs.

Provisioning Server: The server that will onboard the UE (e.g., by providing the UE subscription data to the UE and to the SPs UDR). The Provisioning server can be managed by ON or HN or be a separate entity.

NPN: The NPN(s) that a UE can register in after the onboarding process is completed.
*** End of changes ***
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